
Файловые индикаторы компрометации к группировке Jewelbug
к пункту 6 рекомендаций (sha256)

267ae4d7767d9980b3fbbfd5063bd28d5e05d22d64615fe7532d55a6063dfeb3

cffca467b6ff4dee8391c68650a53f4f3828a0b5a31a9aa501d2272b683205f9

010f76b21251eb5d8bc77bcfdb47d5f13009aa985e744b843fc2e35b23fb2a44

015e424dc798bc4ef39f5237062d2402f5207fbf912a22ce6fb46ef9e42fd6ca

0642ada1f7c8b3cc43a1d69d6aa86fc1970e257271811e637b0e4349aa880fa8

078a3a2c4f24d8811bb1aa673790c16ad5ea563127af1a5d4a41c893b215c372

15eaa601b1bfb8cd7cd5513c692eea4ed4302f6fcbee4722433e0c85388de35d

259f65bcdd367e6d84a4cba75375744e85fbe58293c88b1ad5a1bee4add63b9d

37e83ffde09a83273a4cea7fe24d3fda63fb342e6a3512de4541d62ab43aadd0

3f49bd1f3b0999096511757e0fbc2e4e2c18176fd1773f71baf2d7a15dbbcfbf

5525c51063d40e12029d9ef4b646e261c853c655b9b2acc74a411428e873a8a1

5c396da8b64faf6e29ee38cdf0a4b9a652e01236d2b981c2ca806aa14d94c956

5c3f0420c00e6ca123790403b6ed1f53f493357dfdd54ed9460d615d57f6bcd4

67bb887a0f34543a32b845029be308f436704207a1964a2a3582f42fe6de4176

6d4d9b68d02e93e721943a6943cda6544bf4d31d109415774565b544b512ed25

872045fe5bea78e4daac4f0352028060b0fadccfbf0a40b57d405579821850bb

87ead55ff94b6cd9d80f590793d0dc17d9f5d442b6c827dcfb8db0c078918bd1

9f4b046e9f9dbc36b8df011a69490948dce5b9645fc5209b0b3a60dad5a493e6

a1e45ec8639f55290a5eb47e9f75e6413b12eaa6f9e3834af600e00fe529a637

b49e142b89c47757a0afb786bf0e6c11c9548f626c4127d4d16d30e3004bdfb1

ba0dbee9538073fd81953a37218f200988ad91a8380e68118ea83e146e1d986d

bc270539c6a057791fba4793dc7e2d2567070e50ea089cc6fa032b3285576c64

bfe1538445e3f74ef7f41699482b40cf6f3b0a084e188f4c4b786b15eeb3601c

cc87dee890641bd015a04e46a881eb844c774519d55b986fb216c4c2141479e8

d5147787d52636a3c6c2a0c84b351633ad7f45ce4ae5c2007e568f715fec3e49



2

Сетевые индикаторы компрометации
к пункту 7 рекомендаций

107[.]189[.]16[.]163 fullnjd[.]xyz pursyme[.]xin

144[.]172[.]106[.]140 furifli[.]xyz pyrolqi[.]xyz

144[.]172[.]106[.]54 galeuqqi[.]xyz pzbx[.]xyz

172[.]86[.]89[.]51 garexqz[.]xyz qbit[.]arktk[.]xyz

172[.]86[.]89[.]51 gasguip[.]xyz quagkmz[.]top

217[.]156[.]66[.]15 gatrzjhc[.]forum quailnf[.]xyz

45[.]61[.]165[.]8 geczs[.]xyz rabqjz[.]xyz

46[.]28[.]71[.]142 geglrx[.]xyz radarr[.]arktk[.]xyz

46[.]28[.]71[.]42 genhqq[.]xyz rapidht[.]xyz

46[.]28[.]71[.]89 genuscliyt[.]top ravisrq[.]xyz

abgzg[.]xyz genusdfg[.]qpon rebout[.]top

actmwtn[.]my genusie[.]xyz recipnh[.]xyz

aculpr[.]xyz ghogqcav[.]xyz refrico[.]lat

advancgtos[.]shop glittmb[.]xyz regkjw[.]xyz

advebikp[.]beer grab[.]arktk[.]xyz renoex[.]top

aegiqlfb[.]xin greexlx[.]beer renohhde[.]xin

agnioysz[.]xyz gregmhy[.]lol rentaxrl[.]xin

airmcjr[.]top guerp[.]xyz resdcv[.]xyz

airsttu[.]top gumkq[.]xyz resolvhwou[.]top

angucccg[.]lat guttexq[.]xyz restcr[.]xyz

anizwlg[.]xyz harmrvw[.]xyz retijaz[.]beer

annalqut[.]xin hatsalnm[.]forum ribbomv[.]xyz

antiqez[.]shop heartp[.]top ripenue[.]xyz

antvu[.]xyz herwxtx[.]xyz roaein[.]xyz

anzkb[.]xyz heryam[.]xyz roriwfq[.]xyz

apothfya[.]qpon hickcsp[.]xyz sabz[.]arktk[.]xyz

apothfya[.]qpon horavd[.]xyz sbexv[.]xyz

aqaibak[.]xyz hotrocce[.]xin schiad[.]top

argentiy[.]top htsfhtdrjbyy1bgxbv[.]cfd schrvk[.]xyz

arnolfv[.]top hyduwkvd[.]forum scihvh[.]xyz
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arraeyg[.]top hyphap[.]lat serexvo[.]beer

arsetca[.]lat id-bca[.]top shaqgn[.]xyz

aryxnw[.]xyz idrnmk[.]top shawq[.]xyz

assalafuz[.]lat ifimthere[.]com shaypy[.]xyz

asseppn[.]forum iliafmoj[.]forum shfsz[.]xyz

assixny[.]xyz imaahsxi[.]xyz shutvg[.]xyz

atlgqc[.]xyz immkay[.]xyz singucj[.]forum

atomihc[.]xyz inapcads[.]lat siplv[.]xyz

bac-bank[.]qpon inchapxe[.]xin sirwimdw[.]xin

backbx[.]shop ineyay[.]xyz skunku[.]top

bandmetw[.]qpon infiuyr[.]asia sldnys[.]xyz

basmsz[.]xyz inflvy[.]xyz sourjpa[.]beer

battrf[.]xyz invertdbdi[.]top splizl[.]xyz

bavmv[.]xyz inveuy[.]top squafu[.]xyz

bca-bank[.]top irrbi[.]xyz stacdqi[.]xyz

beyxm[.]xyz iscouzfya[.]top stamrbyb[.]xin

blolln[.]xyz jaizmf[.]top steljg[.]shop

bloodydi[.]xin keevg[.]top stisfmye[.]xyz

blotzm[.]xyz kiddykk[.]xyz stolewnica[.]ru

bluyypff[.]xyz kinwlyo[.]xyz stomrnd[.]xyz

boifse[.]shop kletkamozga[.]ru stranlk[.]xyz

bokcgjf[.]xyz koubmjm[.]my strinth[.]xyz

bowikth[.]xyz kuwtpt[.]xyz strkap[.]xyz

bowmzf[.]xyz lakxd[.]xyz sulvtmap[.]xyz

bowoqur[.]xyz lasbmt[.]xyz sunssek[.]xyz

boxmc[.]xyz lawrfuys[.]xyz suomuj[.]top

boysvf[.]xyz leftlam[.]xyz supihk[.]shop

breevtf[.]asia leojbl[.]xin swamia[.]click

britnuq[.]xyz leptsqpz[.]xyz swejog[.]xyz

briznu[.]club letfp[.]shop swydug[.]xyz

brunsmmv[.]qpon leutjm[.]xyz synrxvtd[.]forum

brunsmmv[.]qpon linexb[.]top syntrva[.]forum
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burahrmp[.]forum liqz[.]lat tamnmx[.]xyz

butaqud[.]xyz litaneq[.]top tastqpk[.]xyz

callbacywo[.]xyz lixkyf[.]xyz theuid[.]top

callhawj[.]top luntpi[.]xin thicew[.]xyz

caltgc[.]xyz lutraqdb[.]qpon thigk[.]xyz

canpnh[.]xyz lutraqdb[.]qpon thumse[.]xyz

capxw[.]xyz magneri[.]pics thuyrxi[.]xyz

carptrvo[.]shop malvuqr[.]xyz tilmx[.]xyz

casszroj[.]forum markwbp[.]xyz titco[.]xyz

catachq[.]xyz maroui[.]xyz tong-zhuang[.]com

cemeepv[.]xyz marsefx[.]top topofnm[.]lat

censukpy[.]xyz masor[.]xyz tortodyq[.]xin

centjp[.]xyz mastwin[.]in totalqt[.]xyz

chokei[.]top mastwin[.]in totplh[.]xyz

citriadn[.]xin maszgn[.]club transzw[.]xyz

clethde[.]top materdvc[.]beer tretpn[.]top

clgsh[.]xyz matkdpy[.]xyz triobm[.]xyz

clirujf[.]xyz meatuzr[.]top tticopn[.]my

cobxlm[.]xyz melicov[.]top tuead[.]xyz

coedxz[.]xyz mensfjb[.]qpon tui11[.]com

colikvl[.]pics mensfjb[.]qpon twinco[.]top

colonj[.]xyz mflqsm[.]xyz twiory[.]xyz

columuyr[.]xin mincpiu[.]xyz unavngu[.]asia

contnm[.]xyz mindlevqtg[.]xyz uncombsguq[.]xyz

coqqxn[.]xyz miyelv[.]xyz unctyou[.]shop

coshas[.]top mocadia[.]com unemtyq[.]xyz

countrnncn[.]xyz monbd[.]xyz unlfee[.]xyz

couplpx[.]top monteyh[.]xyz unshyqov[.]xin

crimod[.]xyz monxxb[.]xyz unsuxvxb[.]qpon

crosske[.]top myxokgc[.]xyz unvkoj[.]xyz

crowfza[.]xyz nafuq[.]xyz upmosn[.]lol

crowngm[.]xyz naturuk[.]xyz upwanpdx[.]qpon
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cryixfy[.]top negotm[.]xyz upwanpdx[.]qpon

cryymd[.]xyz negqjcj[.]xyz utvp1[.]net

danglaz[.]lol neighll[.]click utvp1[.]net

danglyu[.]pics nepjz[.]xyz utvp1[.]net

darkibn[.]top nonsazv[.]qpon vaganetka[.]ru

deangp[.]xyz norcgdu[.]xyz valaniyw[.]forum

decmzf[.]xyz nowqx[.]xyz vergimh[.]forum

deesczj[.]top oblieg[.]xyz victirtz[.]asia

delazvf[.]forum occyxmwe[.]asia vinsodg[.]top

depjjda[.]xyz olqrw[.]shop viorwvkz[.]asia

detru[.]xyz olzoxo[.]xyz vishneviyjazz[.]ru

dicyth[.]xyz omertaza[.]beer vishneviyjazz[.]ru

didli[.]xyz opalxrr[.]xyz vishneviyjazz[.]ru

dimxmof[.]asia opcez[.]xyz visokiywkaf[.]ru

disunu[.]xyz orderfg[.]top vjpnwk[.]shop

doneusb[.]xyz ordinarniyvrach[.]ru voluntv[.]xyz

downbmn[.]xyz orienderi[.]com vtfrxa[.]shop

easzxy[.]top orienderi[.]com wargijuh[.]asia

eboknt[.]xyz orienderi[.]com watch[.]arktk[.]xyz

ebuinwgs[.]forum paleatgh[.]xin wdlmjh[.]shop

echimdi[.]xyz parlqo[.]top wellrmy[.]xyz

electis[.]xyz pattemqr[.]qpon wiggmyq[.]xyz

ellipmea[.]top pattemqr[.]qpon wilddbgh[.]qpon

empizjqe[.]xyz peouuhv[.]click wilvrdu[.]top

enreqflj[.]forum pftbbz[.]shop wojbi[.]xyz

epidebg[.]top physicianusepeptides[.]com woodvuqb[.]qpon

epsvy[.]top physicianusepeptides[.]com woodvuqb[.]qpon

erthezi[.]my physicianusepeptides[.]com wrenthu[.]xyz

ethnugm[.]xyz pictuqyr[.]qpon www[.]ifimthere[.]com

excalcf[.]top pictuqyr[.]qpon www[.]tong-zhuang[.]com

exodhr[.]xyz piejfw[.]top www[.]tui11[.]com

exodjhbn[.]top plataukz[.]xin www[.]yzwkdl[.]com
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eyermug[.]xyz pluepf[.]xyz www[.]zjxh120[.]net

fantpx[.]xyz portldu[.]xyz xurekodip[.]com

fecymm[.]xyz precisionbiomeds[.]com xurekodip[.]com

ferzja[.]xyz precisionbiomeds[.]com xurekodip[.]com

fetaokt[.]xyz precisionbiomeds[.]com yamakrug[.]ru

figueqhk[.]xin prezud[.]top yikpspbi[.]my

fireqk[.]top privypbomg[.]top youngnu[.]xyz

firzjogp[.]xyz problgmx[.]beer yrokistorii[.]ru

flamiwf[.]top procuvt[.]top yrokistorii[.]ru

flirtn[.]lol prolare[.]lol yrokistorii[.]ru

fritron[.]xyz proqei[.]xyz yufxt[.]top

frowjyx[.]top provssk[.]top yunniuwr[.]beer

fruiunp[.]qpon prowl[.]arktk[.]xyz yzwkdl[.]com

fruiunp[.]qpon proxgn[.]xyz zjxh120[.]net

frustreghm[.]xyz psalgd[.]xyz zwiirl[.]xyz


