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O mepax no NoBbILLEHNIO
3alMLLEHHOCTN MHGOPMaLMOHHON

YBaxaeMble konneru!

Mo pesynbTatam aHanu3a ceefeHnii 0b yrposax Be3onacHoCcT MHOopMaLnK
U OEeATEenbHOCTU XakKepckux rpynnupoBoK, MPOBOAMMOrO cneuynanucramu OCTOK
Poccun, B YCMOBMAX CHOXMBLUEACA OOCTaHOBKM BbIABMNEHbI CBEASHWA O
[IeATeNIbHOCTU XaKepCKvX rpynnupoBOK W pacnpocTpaHAemMoM Umn BPEAOHOCHOM
nporpaMMHOM obecneyeHnu.

B cBS3W C YeM, HanpasfseM OpraHu3auMoHHble U TexHW4eckue Mepbl Mo
NOBLILEHWIO  3ALUMLLEHHOCTN  MHGOPMALMOHHOW  MH(PPacTpyKTypbl — Opraka
(opraHmsauun), noanexative peanusayum (MpunoxeHun Ne 1).

Tawke pesynbTaT aHanu3a nokasbiBaeT, 4YTO 3apyOexHbIMU XakepckuMu
rpynnMpoBKamu npy peanus3auum KOMMBIOTEPHBLIX atak Ha NHOpMaLNOHHYHO
nHppacTpykTypy Poccuitckoin deaepauun akTUBHO 3KCNNyaTUPYTCA YA3BMMOCTH
nporpaMmmHoro obecneveHus. ‘

C uerblo NpefoTBpaLLeHns peanuaaunmn yrpo3 besonacHocTu nHdpopmaumn,
CBS3aHHbIX C 3KCMNyaTauuen ys3BUMOCTEN, Mpocum o0paTuTe BHMMAaHWe Ha
HeoBXOAMMOCTb YCTPAHEHNs YA3BUMOCTEN, yKasaHHbIX B MpunoxeHum Ne 2.

[ononHuTensHo coobluaem, Y4To no pesynbratam aHanusa BbISBIIEHO, HTO C
nogMeHHoro noutoeoro agpeca postin@fsteck{.}ru B aapec tenepanbHbIX
OpraHoB WCMOMHUTENbHOW BRAcTh, CyOBEKTOB KPUTUYECKOH MHPOPMAaLIMOHHON
NHAPACTPYKTYpbl W OpraHusauum Poccuiickon degepauun HanpaBnsoTCA
unHroBble nucbMa oT umeHn SCTOK Poccun ¢ Tematmkon «BaxHoe
OBHOBMEHMEe CUCTeMbl», COAEPXallUe BPeAOHOCHble BROXeHUs (apxuB C
pacLUMPEHNEM «.rar»), C MOMOLLBIO KOTOPbIX OCYLIECTBMAETCA pacnpoCTpaHeHne
BPE/OHOCHOrO MPOrpaMMHOro oBecneveHus Tuna «TposH yAaneHHoro AocTynax»
(AsyncRAT).

Mpn 3aTom oduumanbHbIM NOYTOBLIM ALLUKOM ®CTIK Poccumn, ¢ KOTOPOro
OCYLLECTBMACTCA PacChbifika 3MEKTPOHHbIX MUCEM, ABNAOTCA adpeca 3NEeKTPOHHON
MoYTbl C HAaUMEHOBaHeM aomMeHa «@fstec.ru».

C Lernbio NpeaoTBpaLleHns peanusauun yrpos 6ezonacHocTy nHgopmaumu,
CBSI3aHHbIX C (PULLIMHIOM, HEOBXOAUMO BbINONHUTL Creaytolmne MeponpuaTuA,
yKasaHHble B npunoxeHue Ne 3.



ObpallaeM BHUMaHWe Ha HeaonyleHue nybnukauun ykasaHHbIX Mep B
cpefcTBax MaccoBOW WHgopmauum K MHOPMALIMOHHO-TENEKOMMYHUKALIMOHHON
cetn «IHTepHeT».

KoHTaKTHOE NuLo ANA B3aUMOAENCTBUS M OKa3aHUs MeToAWUYECKOW NMOMOLLK
— rnaBHbIli CcheuuManucT OTAena TexHudeckoro obecneyeHna W 3aWuThbl
nHcopmaummn JenapTameHTta undopmatusaumm TiomeHckon obnactn — LLlectakos
ApTém JleoHnaosuy, Ten. 8 (3452) 427-903.

MNpunoxenne: [MpunoxeHve Ne 1 Ha 5 n. B 1 3Ks.
MpunoxeHve Ne 2 Ha 4 n. B 1 3K3.
MpunoxeHne Ne 3 Ha 2 n. B 1 9K3
dannosble MHANKATOPbI KOMApoMeTauumn Ha 6 n. B 1 3Kka.
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